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ABNR Counsellors at Law was founded in 1967 
and is Indonesia’s oldest law firm. ABNR pio-
neered the development of international com-
mercial law in the country following the reopen-
ing of its economy to foreign investment after a 
period of isolationism in the early 1960s. With 
more than 100 partners and lawyers (including 
two foreign counsels), ABNR is the largest inde-
pendent full-service law firm in Indonesia and 

one of the country’s top three law firms by num-
ber of fee earners, giving it the scale needed to 
simultaneously handle large and complex trans-
national deals across a range of practice areas. 
ABNR is ranked by Chambers and Partners as 
a Leading Firm in Chambers Asia-Pacific 2025 
and Chambers FinTech 2025, and is also ranked 
in Chambers Global 2025.
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Data Privacy Imperatives in Business: 
How Indonesia’s PDP Law Has Evolved 
to Accommodate the AI, Healthcare and 
Financial Services Sectors
PDP Law in a nutshell
In 2022, the Indonesian Parliament passed Law 
No 27 of 2022 on Personal Data Protection 
(“PDP Law”), which is designed to serve as the 
overarching law on personal data protection. The 
PDP Law is largely modelled on the EU’s General 
Data Protection Regulation (GDPR), regarded as 
the “gold standard” for personal data protection 
worldwide, thus demonstrating further effort by 
the Indonesian government to bring data protec-
tion into line with the industry standard. 

In addition to the PDP Law, several existing 
laws and regulations related to personal data 
protection remain in force, provided that they 
do not conflict with the PDP Law. Accordingly, 
the implementation of personal data protection 
is subject to the following laws and regulations:

• PDP Law;
• Law No 11 of 2008 on Electronic Information 

and Transactions, last amended by Law No 1 
of 2024 (“EIT Law”);

• Government Regulation No 71 of 2019 on the 
Provision of Electronic Systems and Transac-
tions (“GR 71/2019”); and 

• other sector-specific regulations.

The PDP Law has extraterritorial effect, meaning 
that overseas organisations, including individu-
als, public entities, and international organisa-
tions, can be prosecuted in Indonesia for violat-
ing the Law, particularly for non-compliance in 
processing personal data of Indonesian citizens, 
whether onshore or offshore. The Law, which 
officially ended its two-year grace period, was 
enacted on 17 October 2024. Since then, the 
Indonesian government has been working on the 

Draft Implementing Regulation for Law No 27 
of 2022 on Personal Data Protection (“Draft GR 
PDP”), which is intended to provide further guid-
ance on the Law’s implementation and enforce-
ment. However, as of early 2025, there is no clear 
timeline for its finalisation.

Some of the notable provisions under the PDP 
Law include the following.

Types of personal data
The PDP Law defines “personal data” as “any 
data related to an individual (natural person), 
whether identified or capable of being identified 
independently or in combination with other infor-
mation, whether directly or indirectly, through the 
use of an electronic system and/or non-electron-
ic means.” The individual is referred to as a “data 
subject”. 

The PDP Law further categorises personal data 
as general personal data (name, gender, nation-
ality, religion, marital status, or personal data that 
together can identify a person) and specific per-
sonal data (data on health, biometric or genetic, 
and criminal records; data on children; financial 
data; and/or other data in accordance with the 
laws and regulations). There is no particular dif-
ferentiation in treatment of the processing of 
general or specific personal data. However, the 
processing of specific personal data would trig-
ger additional obligations, such as the need to 
perform a Data Protection Impact Assessment 
(DPIA) and appoint a Data Protection Officer 
(DPO).

Data controller and data processor
The PDP Law expressly differentiates between 
“data controller” and “data processor”, which is 
a new concept under Indonesian laws. A data 
controller determines the purpose of, and con-
trols, the personal data processing. A data pro-
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cessor processes the personal data on behalf 
of the data controller. A data controller is fully 
accountable and liable to the data subject for 
the processing of their personal data. However, 
a data processor is only independently liable if it 
processes personal data in a manner that devi-
ates from the data controller’s instruction, order 
or purpose.

Lawful basis for processing of personal data
The PDP Law acknowledges several legal bases 
for personal data processing:

• consent;
• contractual necessity;
• compliance with a data controller’s legal 

obligations;
• protection of the vital interests of the data 

subject;
• public interest, for the provision of public 

services or for the exercise of lawful authority; 
and

• legitimate interest.

The authors observe that the above legal bases 
are very similar to the concept adopted by the 
EU GDPR.

Rights of data subjects
The PDP Law acknowledges a data subject’s 
right to obtain information, and the right to rec-
tify, access, terminate processing (including to 
delete and/or destroy personal data), withdraw 
consent, object to automated decision-making, 
suspend or restrict processing, lodge a com-
plaint and seek compensation, and data port-
ability.

The PDP Law further mandates that data sub-
jects’ rights must not be implemented in an 
absolutist manner: they can be adjusted if con-
sidered prejudicial to certain interests (national 

defence and security, or to law enforcement, 
etc).

Cross-border data transfer
The PDP Law introduces layered requirements 
to allow data controllers to transfer personal 
data outside Indonesian territory, namely that:

• (a) the country receiving the transfer of 
personal data has an equal or higher level of 
personal data protection than afforded under 
the PDP Law (“Adequacy of Protection”);

• (b) in the absence of Adequacy of Protection, 
an adequate level of binding personal data 
protection must be available (“Appropriate 
Safeguards”); and

• (c) in the event that neither Adequacy of 
Protection nor Appropriate Safeguards are 
present, consent for the cross-border data 
transfer must be given by the data subject.

Points (a) to (c) above must be assessed and 
implemented in sequence. To date, there is no 
indication that an official approved list of coun-
tries that meet the Adequacy of Protection 
requirements will be published.

Data Protection Authority
The PDP Law mandates the formation of a Data 
Protection Authority that is tasked to act as reg-
ulator, supervisor, and executor in data protec-
tion matters by the President. Whilst there have 
been efforts to expedite the establishment of 
the Data Protection Authority, this authority has 
yet to be formed. In the meantime, pursuant to 
Ministry of Communication and Digital Affairs 
(MOCD) Regulation 1/2025 on Organization and 
Work Procedures, matters concerning personal 
data protection are currently under the Directo-
rate General of Digital Space Supervision’s (DG) 
authority. The DG is tasked with formulating and 
implementing policies related to digital space 
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supervision and personal data protection. The 
current Minister of Communications and Digital 
stated through a news publication that the Data 
Protection Authority is intended to be estab-
lished as soon as possible.

Development of the PDP Law implementation 
in sectoral regulations
Artificial intelligence (AI)
While there is no specific regulation on the use of 
AI at the moment, MOCD issued Circular Letter 
No 9 of 2023 on Ethics of Artificial Intelligence 
(“CL 9”) on 19 December 2023 in an attempt to 
provide general guidance for business undertak-
ings when utilising AI-based programs. 

In summary, CL 9 contains the following salient 
items:

• general definitions, general guidelines for val-
ues, ethics, and control of consulting, analy-
sis and programming activities with AI basis 
by business undertakings and electronic 
systems operators (ESOs);

• emphasis that CL 9 is applicable for:
(a) business undertakings operating under 

Indonesian Standard Business Classi-
fication (KBLI, similar to ISIC) 62015 on 
AI-Based Programming Activities;

(b) ESOs in public scope; and
(c) ESOs in private scope; and

• emphasis on ethical use of AI by adhering to 
the principles of inclusivity, humanity, safety, 
accessibility, transparency, credibility and 
accountability, personal data protection, sus-
tainable development and environment, and 
protection of intellectual property.

Additionally, the Financial Services Authority 
(Otoritas Jasa Keuangan – OJK) has issued a 
Code of Ethics for Responsible and Trustworthy 
AI in the Financial Technology Industry which 

applies to financial technology providers. The 
Code also stipulates principles of AI utilisation 
in the financial services industry, which includes 
beneficial, fair and accountable, transparent and 
explicable, and robust and secure principles.

Healthcare
Healthcare in Indonesia has rapidly adopted 
technologies, including AI, especially during the 
COVID-19 pandemic. While there is no specific 
regulation for data protection in the healthcare 
sector, healthcare providers are still subject to 
the provisions of the PDP Law.

Minister of Health (MOH) Regulation No 24 
of 2022 on Medical Records allows medical 
records to be stored digitally at healthcare facil-
ities, including on servers and certified cloud 
computing. Healthcare facilities can collaborate 
with an ESO that has onshore data storage, pro-
vided the ESO obtains a recommendation from 
the relevant MOH department.

Financial services
With over two-thirds of the global population 
now engaged in financial services, there is grow-
ing concern over data security from both cus-
tomers and regulators.

In response, the OJK has issued Regulation 
No 22 of 2023 on Consumer and Public Pro-
tection in the Financial Services Sector (POJK 
22), which includes provisions on personal data 
protection. Many of the personal data protection 
provisions under POJK 22 align with those in the 
PDP Law, such as the following.

• POJK 22 requires Financial Services Provid-
ers (FSPs) to provide access to consumers to 
obtain a copy of their data and/or information. 
This is to comply with data subjects’ access 
rights under the PDP Law.
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• If an FSP transfers consumers’ data and/or 
information offshore, they must fulfil the lay-
ered requirements, which are similar to those 
under the PDP Law, which also requires the 
FSP to ensure that the receiving country has 
adequate personal data protection.

However, as FSPs are subject to both the PDP 
Law and POJK 22, this creates a dilemma, as 
they could face sanctions under both regula-
tions for the same conduct. This situation places 
undue pressure on FSPs and creates an unfair 
competitive disadvantage compared to busi-
nesses outside the financial services sector. 
Additionally, upon the issuance of other imple-
menting regulations by both MOCD or OJK in 
the future, including the list of approved coun-
tries for data transfer, there may be duality of 
regulation. 

Update on data breaches
Pursuant to the Indonesian Cyber Security Land-
scape published by the National Cyber and 
Crypto Agency, there have been 56,128,160 
data exposures that affected 461 stakeholders 
in Indonesia. Recurring data breaches in Indo-
nesia highlight vulnerabilities in the country’s 
cybersecurity policies and systems, along with 
insufficient supervision and enforcement against 
perpetrators. Despite the existence of formal 
legal instruments on cybersecurity, cybersecu-
rity awareness and comprehensive implementa-
tion of security measures, from a technical and 
organisational perspective, play an important 
role in anticipating and mitigating cybersecurity 
risks. 

The Indonesian legal framework on data breach-
es requires reporting to the MOCD and notify-
ing data subjects, while cybersecurity incidents 
without a data breach must be reported to regu-
lators and law enforcement. Below are the regu-

latory regimes for data breach and cybersecurity 
incident notification.

• PDP Law – upon “failure to protect personal 
data”, the data controller must notify both the 
affected data subject and the Data Protec-
tion Authority within 72 hours. This includes 
breaches that impact confidentiality, integrity, 
or availability of personal data, resulting in 
destruction, loss, alteration, or unauthorised 
access.

• Electronic System Operation Regulations (GR 
71/2019) – an ESO must:
(a) report to relevant authorities and law 

enforcement if there is a serious system 
failure due to third-party interference; and

(b) notify data subjects if personal data pro-
tection fails within its system.

Likely implementation of the Draft GR PDP
As briefly touched upon above, the Indonesian 
government has been preparing the Draft GR 
PDP. This is expected to shed some light on gen-
eral requirements under the PDP Law, although 
the draft also confers some authority on the Data 
Protection Authority (which has yet to be formed) 
to regulate certain matters.

Some notable provisions under the Draft GR 
PDP include the following.

Requirements for reliance on lawful bases
Data controllers may rely upon other appropriate 
lawful bases such as contractual necessity, legal 
obligations, or vital, public, or legitimate interest.

The Draft GR PDP provides further guidance and 
requirements on reliance upon the lawful bases, 
including as follows.

• Express consent – if the data subject refuses 
to provide consent, the data controller cannot 
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deny goods or services to the data subject, 
provided no personal data processing is 
involved. Additionally, the data controller 
must implement measures to identify users 
and ensure relevant personal data protection, 
including for services targeting children and 
individuals with disabilities.

• Contractual necessity – in relying on contrac-
tual necessity, the agreement that serves as a 
basis of the personal data processing must:
(a) obtain valid express consent from the 

data subject;
(b) fulfil relevant personal data protection 

measures;
(c) assess the risk impact on the data sub-

ject;
(d) balance interests between the data sub-

ject and controller; and
(e) acknowledge the data subject’s rights – if 

the data subject does not provide valid 
consent, the personal data processing is 
considered null and void. 

• Legitimate interest – this lawful basis can be 
relied upon if the data controller:
(a) analyses the needs, objectives, and bal-

ance between the rights of data subjects 
and its own interests, demonstrating a 
legitimate interest in processing personal 
data; and

(b) assesses that processing for other legiti-
mate interests does not harm or impact 
the data subject, ensuring steps are taken 
to reduce any potential impact.

Practical challenges arising from the existence of 
various lawful bases for data processing include 
the need for data controllers to appropriately 
identify the correct lawful basis for each pro-
cessing activity. Given that the PDP Law is still 
relatively new and lacks sufficient guidance, data 
controllers must exercise caution when identify-
ing the purpose of data processing and selecting 

the appropriate lawful basis. This task requires 
careful assessment to ensure compliance with 
the law and to avoid potential risks associated 
with unlawful data processing. Therefore, it is 
advisable for data controllers to engage in con-
tinuous consultation with authorities or legal 
consultants to ensure proper understanding and 
implementation of the law, as well as to address 
any ambiguities or uncertainties related to the 
lawful bases for personal data processing.

AI technology providers and users must con-
sider the use of personal data for AI learning, 
output creation, and feedback. The processing 
of personal data using AI must:

• adhere to data protection principles under the 
PDP Law;

• rely on an appropriate lawful basis for pro-
cessing; and

• implement safeguards throughout the pro-
cessing stages.

For instance, users of generative AI platforms 
must ensure they have secured the necessary 
lawful basis, such as obtaining consent from 
individuals before processing their personal data 
on AI platforms.

Definition of children
The PDP Law classifies data on minors as a spe-
cial category but does not define “children” with-
in the context of personal data. Definitions vary 
across regulations: the Indonesian Civil Code 
defines a child as someone under 21 and unmar-
ried, while Law No 23 of 2002, amended by Law 
No 35 of 2014, defines a child as someone under 
18. The Draft GR PDP clarifies this by defining a 
child as anyone under 18 and unmarried.

Under the PDP Law, there are no exceptions to 
the requirement of obtaining parental or guard-
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ian consent for the use of minors’ personal data, 
including for financial services, healthcare, or AI 
software for education and entertainment. Ser-
vice providers must ensure that (i) parental or 
guardian consent is obtained for any services 
used by minors, and (ii) the person authorising 
the service is indeed the parent or legal guard-
ian.

Cross-border data transfer
As stated above, the PDP Law provides that a 
data controller may transfer personal data off-
shore should they fulfil the layered requirements 
of Adequacy of Protection, Appropriate Safe-
guards, and consent of the data subjects.

Data controllers are expected to be fully respon-
sible for implementing appropriate security 
measures in the processing of data transfer. 
Particularly, in the financial services sector, the 
POJK 22 mainly governs cross-border transfer 
of customers’ information.

• For the transfer of individual customers’ infor-
mation, the FSP must comply with personal 
data protection laws and regulations, includ-
ing those that are determined by the OJK. 
In this case, according to the PDP Law, the 
transfer of individuals’ personal data must be 
based on:
(a) Adequacy of Protection;
(b) Appropriate Safeguards; and
(c) the data subject having provided their 

consent.
• For the transfer of corporate customers’ infor-

mation, the FSP must be based on:
(a) Adequacy of Protection as determined by 

the OJK;
(b) Appropriate Safeguards deemed as ac-

ceptable by the OJK, for which POJK 22 
provides further details on what would 
constitute Appropriate Safeguards, such 

as bilateral agreement, binding corporate 
rules, and standard contractual clauses 
determined by the OJK; and

(c) securing consent from the customer.

The Draft GR PDP determines the Adequacy 
of Protection for personal data transfers by 
assessing the recipient country’s circumstances, 
including:

• the existence of personal data protection 
laws;

• a supervisory authority; and
• international commitments or obligations from 

legally binding conventions or participation in 
multilateral systems.

The Data Protection Authority will compile the 
list of approved countries.

When using Appropriate Safeguards for trans-
ferring personal data abroad, the Draft GR PDP 
allows safeguards such as:

• agreements between the sender’s and recipi-
ent’s countries;

• standard contractual clauses;
• binding company regulations for a group; or
• other recognised instruments.

Data controllers and processors must also meet 
additional obligations, such as recording the 
transfer cycle, mapping its implications, and 
ensuring that the transferred data is sufficient, 
relevant, and limited to the transfer’s purpose.

Following the enactment of the PDP Law and 
the absence of Draft GR PDP, businesses and 
industry associations have taken proactive steps 
to ensure compliance with the existing legal 
requirements. The Indonesian Data Protection 
Practitioners Association (Asosiasi Praktisi Per-
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lindungan Data Indonesia or APPDI), for exam-
ple, has started developing compliance toolkits 
and Records of Processing Activities (RoPA) 
templates to help organisations manage and 
document their data processing activities in line 
with the intended regulations. These initiatives 
aim to provide clarity and guidance during the 
interim period while awaiting the finalisation of 
the Draft GR PDP.

Draft Online Child Protection Government 
Regulation: addressing personal data 
protection for children
The MOCD has also prepared a draft regulation 
that focuses on mitigating the negative impacts 
of the digital space for children (“Draft GR Online 
Child Protection”). This regulation, once enact-
ed, will be a derivative of the EIT Law and the 
PDP Law.

The Draft GR Online Child Protection regulation 
outlines the responsibilities of ESOs in manag-
ing online products, services, or features, over-
seeing child protection governance in electronic 
systems, and enforcing administrative sanc-
tions. It applies to ESOs that develop or oper-
ate internet-connected products, services, or 
features, such as websites, mobile apps, social 
media platforms, or gaming services. The Draft 
GR Online Child Protection regulation does not 
provide exemptions for financial services, health-
care, or AI software for education and entertain-
ment that may be targeted towards child users.

Regarding children’s personal data protection, 
the Draft GR Online Child Protection regulation 
addresses the following.

DPIA for children
ESOs must conduct a DPIA for any online prod-
uct, service, or feature accessible to children 
before it is used by them. The DPIA should cover 

the processing activities, the provider’s interests, 
the necessity and proportionality of the process-
ing, a risk assessment for children’s protection, 
and risk mitigation measures. Additionally, the 
ESO must maintain the DPIA documentation 
for as long as the product, service, or feature 
remains accessible to children, and include a 
plan to address identified risks before market-
ing the product.

Obligation to protect children’s personal data
ESOs must implement technical and operational 
measures to ensure appropriate age verification 
for children using online products, services, 
or features. These measures should align with 
specified risks and protect children’s personal 
data, secure electronic systems, and prevent 
unauthorised breaches. Data collected for age 
verification should only be used for that purpose 
and deleted once the age requirement is met. 
Providers must also offer mechanisms for users 
to challenge or adjust age verification decisions 
and report privacy or security violations, ensur-
ing accessibility and fairness without unjustly 
restricting children’s access to services.

Additionally, ESOs are prohibited from using 
children’s personal data in ways that could 
harm their physical, mental, or overall wellbeing, 
and from developing products that encourage 
excessive data collection. Data should only be 
processed if necessary for the service, unless 
there is a strong reason in the child’s best inter-
est. Providers are also banned from using chil-
dren’s data for other purposes without justifiable 
cause. Lastly, ESOs must appoint a dedicated 
officer or staff to oversee compliance with child 
data protection laws and regulations.

Roles of DPOs in Indonesia
The PDP Law mandates that both data control-
lers and processors appoint an officer or staff 
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member to oversee personal data protection 
functions and ensure compliance with regula-
tions. Since the Law’s enactment, the number of 
DPOs in Indonesia has increased, along with the 
formation of DPO associations. To standardise 
DPO competencies, the Minister of Manpower 
issued Decree No 103 of 2023, setting National 
Competency Standards for Personal Data Pro-
tection. These standards guide authorities in 
developing qualifications, training, and certifi-
cation for DPOs. However, there is no require-
ment to register DPOs with authorities. Based 
on industry practices and the authors’ obser-
vations, privacy professionals and practitioners 
are often referring to standards and certifica-
tions from the International Association of Pri-
vacy Professionals (IAPP), considering the IAPP 
is offering comprehensive privacy certifications 
based on various jurisdictions’ privacy regula-
tions, including the GDPR which is similar to the 
Indonesian PDP Law. 

Suggested approach to establish compliance 
in Indonesia
In order to establish compliance with data pro-
tection laws in Indonesia, business undertak-
ings should adopt a risk-based approach, which 
involves identifying, assessing, and managing 
potential risks associated with personal data 
processing. Rather than treating all risks equally, 
businesses should allocate resources to areas 
that present the greatest threat to data security 
and privacy, ensuring efforts are proportionate to 
the risks involved. In doing so, organisations can 
prioritise the most critical compliance require-
ments effectively. 

Furthermore, business undertakings in the fields 
within financial services must assess risk with 
higher scrutiny as the sector of financial services 
is highly regulated. While there are less privacy-
specific regulations on healthcare and the use of 
AI, business undertakings in these sectors still 
must ensure compliance with the PDP Law.
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